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B2 SSL Ihie

2.1SSL T4

ZAER (Secure Sockets Layer, SSL), —Mz&Wil, &M 5Aw (Netscape) fEHEH Web
VAR IR TR B2 R, H B R N 4 (5 PR 2o 4 S A e B 1t . SSL TE AR 20 X 48 S FEHEAT N2

SSL R A EHBAR, {RUEMA N [HEAS FI R PEART SE 1, (557 5 IR 55 48 R 22 8] (118 45 A 4
Wi & Gilr . EAEARSS A A2 L i AT RN SRR, H AT RO BB B OREE ) Dol AriE. AT Web
WG AR IN L K HTTP 1 SSL MHZE &, MM SEI 2408 (5 . P iR H 48T & TLS (Transport Layer
Security, TLS).

TLS I A 2 51 505 A8 ELBE Y 32 fit o o B 0 VOIE SR AR B, LSRRl R AL AL i (public key
infrastructure, PKD. AN 7ESCHLR SR 7, AT 4% IR 55 2 4 P 5 Sy Bk, 10 FL 2 1 3 D) AN — 5
XA A IR Y R RIS s, SRR B BT RIS . B ESERRE T e
LA N R 7 8 RAS S TS5 670 T4 (Tampering). FI7H B i

SIM800 #I#5k H i 3 #F SSL2.0, SSL3.0, TLS1.0 Al TLS1.2.

2.2HTTPS 43

HTTPS & Kl 4 A HFri) HTTP dliE, 5yl HTTP 4 4xhik. B HTTP NInA SSL /=, HTTPS
22 4Bt SSL, RN i 4N 15 F SSL.

B URI scheme({ll R FRIRFHA R), A)1E25H http ik R . H T %410 HTTP EdEt&4 . HTTPS:URL
FKEEH T HTTP, {H HTTPS f#/EA AT HTTP 1R Aus O & —ANIn# /1 5 4 5AE 2 (£ HTTP 5 TCP 2
[ XA RGBT R B 5t A FIEAT, SR 45 T B IiE S oy ik, BIE e Z T 4Em 2
AU I, BnsE 5 S AT
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—Fh AR AL, G TN R FTP. R4 FTP R4S %8 ik SO g, R I A UG« 55—
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— B FTPS MBI % 4 U AL 3 i (SFTP) o IX AN I SSH ST AR IS s 25 1 WL EI R 55
B FTP %42,

FTPS J2 7 % & B2 AARAER FTP PRS2 1) —Fag s FTP $03%, OF FTP B SUMI Hs i i 1

Ny SSL %4 Ihft. FTPS Wk {E“FTP-SSL fI“FTP-over-SSL”. SSL & —/NEXR LA B A SSL IR
5o 22 ] R 22 4 B vp o BUE BEAT N 2 R 5 B L

2.4EMAIL inZEMN 3

XTI AR, ARG 7 SSL ) POP3 Wl i fry POP3S. fi A%k idm I, BRINN: 995,
X TR IR AT, FATTR A HTTPS 77 Ui 1, BRI 2 - 465 . 34 8o 1, ik STARTTLS(SMTP)
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B3 AT <

SIM800 A FIBER IR AN BERLIN) AT A2 U h -

AT+EMAILSSL ‘ BB EMAIL i SSL hfg

AT+HTTPSSL wWHE HTTP f# /] SSL Ihag
AT+FTPSSL W& FTP {4 SSL Jjfe
AT+CIPSSL 1w TCPIP f§i /] SSL Ife
AT+SSLSETCERT S\ SSL & P
AT+SSLOPT SSL ki &
AT+SSLSETROOT S\ SSL HiE+
AT+SSLDEROOT R SSL ARAE
AT+SSLDECLI MHIBR SSL % F ik 15

3.1AT+EMAILSSL &S MifER SSL Thak

‘

AT+EMAILSSL % B #B441% A SSL gk

WAy 2 W] J37

AT+EMAILSSL=? +EMAILSSL: (list of supported <n>s)
OK

4 M [N

AT+EMAILSSL? +EMAILSSL: <n>
OK

BB ] [N

AT+EMAILSSL=<n> OK

W5 SSL EHE 7 A W I A 1R
RAK A PR Ak 2 1% B i R -
+SMTPSEND: <code>
TR & POP3 k55 #5 [ I iz 23 3% B4 1R
+POP3IN: <code>
<code> 71 SSL @A riiE kg
72 SSL @R ESE R
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Defined Values

<n>
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0 AZhneEf
1 AR N g AT 0 A
2 AP M i 1 HEAT N B A

3.2AT+HTTPSSL i%E HTTP {&£f SSL IhfE

AT+HTTPSSL

@hﬁnn?
AT+HTTPSSL=?

i) a4
AT+HTTPSSL?

AR

#HE HTTP f# f SSL ke
M) J37
+HTTPSSL: (0-1)

OK
M) )37
+ HTTPSSL: <n>

OK
M) J37

AT+HTTPSSL=<n>

OK

HTTPACTION SR 2% [A] 48 R 6 -
+HTTPACTION: <code>

<code> 605  SSL @ 7imiE kg
606  SSL i ifl & iR

Defined Values

<n>

0 JXH SSL Ujie
1 #77F SSL Thfie

3.3AT+FTPSSL i%E FTP {¥F SSL IhfE

AT+FTPSSL

{)”Jﬁ (i3] ?
AT+FTPSSL=?

B FTP £/ SSL Thee
M) )37
+FTPSSL: (0-2)

www.simcom.com 9/24



ﬁ S
e Com SIM800Z3!_SSL_RiFSr#S_V1.05

aSUSEA NOTCompany

OK
i e M J87
AT+FTPSSL? + FTPSSL: <n>
OK
WEML M J87
AT+FTPSSL=<n> OK

FTP #fE Rt 22k Al 5 iRig, DL FTPGET A
+FTPGET: <code>
<code> 80  SSL @ 7iHiEkIK
PacY =2 81 SSL i THE T F i
82  FTP ¥ I 2
83 FTP 7 (R4 S X iR
84 FTP i DR 2 £ i

Defined Values
<n> 0 <[] SSL Ik

1 fHH FTPS K Implicit f =
2 f#iH FTPS ) Explicit iz,

3.4AT+CIPSSL i&E TCP {#HH SSL IhfE

‘

AT+CIPSSL # & CIP ff SSL Ih&g

Ay 4 M) J3

AT+CIPSSL=? +CIPSSL: (0-1)
OK

a4 M]3

AT+CIPSSL? + CIPSSL: <n>
OK

WHEMY M]3

AT+CIPSSL=<n> OK

FTFF SSL Iife)a, MEHessfr TCP &4 T J5 M 3hifk 47 SSL B8l .

TERE SRy SSL Client B2

Defined Values

<n> 0 KM SSL L
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1 47JF SSL Ui

3.5AT+SSLSETCERT §A SSL #H AN ZE PimiEH

‘
<
-

AT+SSLSETCERT $ A SSL #HFAKE e H

Tk A 2 ] J3
AT+SSLSETCERT=? +SSLSETCERT: Z:¥j<file>[f)f KK %, 2 Hi<password> 1) i KK &
OK
BWE A M]3
AT+SSLSETCERT=<file>[,< OK
password>]
W AL
+SSLSETCERT: 0
I YNNI

+SSLSETCERT: 1
REEFA—ME. MRIFAZR, BRAGREEE - RPARILES.

i THE AT o', "cer B "p12" I LB

Defined Values

<file> FERARISCHE. SO 4 (B B2 B SN 100 57
<password> SATHEENED, BE 24T

3.6 AT+SSLOPT SSL i%&INigE

AT+SSLOPT SSL %&WigE

i

Tk 2 )

AT+SSLOPT=? +SSLOPT: (= #<opt>117t [H),(> £ <enable>[]yE [#)
OK

B e [

AT+SSLOPT? +SSLOPT: 0,<enable>

+SSLOPT: 1,<enable>

OK
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wWHEmA
AT+SSLOPT=<opt>,<enable
>

Defined Values

<opt>

<enable>

SIM800%%_SSL_L F3C#4_V1.05

M) )37
OK

W T E RS #uAE, B AT+SSLOPT=0,0
WRATBEARS 2 E, %E AT+SSLOPT=0,1
R F R P IAE, %8 AT+SSLOPT=1,1
WRATER PuilE, WE AT+SSLOPT=1,0

B TCBAE T D g
IR VNI
ThRgx M
ThREIT A

- O = O

3.7AT+SSLSETROOT 5N\ SSL #RiEH

AT+SSLSETROOT & A SSL #RiE$

‘

wEMmL
AT+SSLSETROOT=<filenam
e> <filesize>

R

Defined Values

<filename>

<filesize>

M) )37

OK

o

Certificate already exists!
OK

o

ERROR

NS b A5 — 33 A Gt %

AR
SR

3.8 AT+SSLDEROOT fHFs SSL #RiFH

‘
7
v

AT+SSLDEROOT
{Wﬁtﬁ (1] v

www.simcom.com
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M) )37
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AT+SSLDEROOT? WAEB 7R <filename>
OK
WHEMY ] J&
AT+SSLDEROOT=<filename 15 Ml % il Th
> +SSLDEROOT: 0
OK
L SR B 2k e

+SSLDEROOT: 13  H/n U ATEHE
or
+SSLDEROOT: 42 £/ KA UL IHHLR

OK
R
Defined Values
<filename> BN B 1 SC A 44

3.9AT+SSLDECLI & SSL & FimiE$H

AT+SSLDECLI MiBx SSL & P imit+

WAy 2 M) J3
AT+SSLDECLI? OK
or

& P ik %) %k <filename>

>
e
it
=

OK

HEmS M

AT+SSLDECLI=<filename> WIS M % Th
+SSLDECLI: 0
OK

R

Defined Values

<filename> BB SC A 44
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B 4 SSL MRS

THEFRA A —2E SSL DhRE AL 77725

4.1EMAIL {5 FA & O 088 & 12 mB 4

Ilemail {3 FH - 38 s 11025 A3 A
AT+SAPBR=3,1,"APN","CMNET"
OK

AT+SAPBR=1,1

OK

AT+EMAILCID=1

OK

AT+EMAILTO=30

OK

AT+EMAILSSL=2

OK
AT+SMTPSRV="SMTP.GMAIL.COM"
OK
AT+SMTPAUTH=1,"account","password"
OK

AT+SMTPFROM="account@GMAIL.COM","acc

ount"

OK

AT+SMTPSUB="Test"

OK
AT+SMTPRCPT=0,0,"john@sim.com","john"
OK

AT+SMTPBODY=19

DOWNLOAD

This is a new Email

OK
AT+SMTPSEND
OK

+SMTPSEND: 1

www.simcom.com

SIM800%%_SSL_L F3C#4_V1.05

[1Hic B & 37 5t 1

1S AR 37 5 1

/T & EMAIL 1 FH & %375 1

158 EMAIL B s (1]

18 B EMAIL A5 FH 5 38 vty 3R 4T 025 4% 4

/1% E SMTP ARg5 2k, o E &0, FRa{d FHER
NI : 25

118 B 42 s 6g

1% B R 3& T ik A4 o

116 L HR A 3 R
It BT (To:)

1% B MR A IE 3L

IR WA

14124
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4.2EMAIL {8 um O & 4 Wp 4

Ilemail A58 FH 1022 i 11 3% BB A4
AT+SAPBR=3,1,"APN","CMNET"
OK

AT+SAPBR=1,1

OK

AT+EMAILCID=1

OK

AT+EMAILTO=30

OK

AT+EMAILSSL=1

OK
AT+SMTPSRV="SMTP.GMAIL.COM"
OK
AT+SMTPAUTH=1,"account”,"password"
OK

AT+SMTPFROM="account@GMAIL.COM","acc

ount"

OK

AT+SMTPSUB="Test"

OK
AT+SMTPRCPT=0,0,"john@sim.com”,"john"
OK

AT+SMTPBODY=19

DOWNLOAD

This is a new Email

OK
AT+SMTPSEND
OK

+SMTPSEND: 1

4.3EMAIL {5 FA & i O h0 B 43T dB 4

Memail f FH 3t 368 g 11 o0 s s

www.simcom.com

SIM800%%_SSL_L F3C#4_V1.05

[1Hic B & E 37 5t 1

1S AR 37 5 1

/T & EMAIL 1 FH & %375 1

[1¥5 8 EMAIL B s (1]

118 B EMAIL A5 FH e st 3R 4T 025 4% 4

/1% E SMTP ARg5 2k, o E &0, FRa{d FHER
NI ;465

118 B 42 s 6g

1% B 3E T bk A 44 o

116 L HR A 3 R
It B HW5 (To:)

1% B R A IE 3L

IR WA
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AT+SAPBR=3,1,"APN","CMNET"
OK

AT+SAPBR=1,1
OK
AT+EMAILCID=1
OK
AT+EMAILTO=30
OK
AT+EMAILSSL=2
OK
AT+POP3SRV="mail.sim.com”,"john","123456
OK

AT+POP3IN

OK

+POP3IN: 1
AT+POP3NUM
OK

+POP3NUM: 1,2,11124
AT+POP3LIST=1

OK

+POP3LIST: 1,1,5556
AT+POP3CMD=4,1
OK

+POP3CMD: 1
AT+POP3READ=1460
+POP3READ: 1,1460
OK
AT+POP3READ=1460
+POP3READ: 1,1460

OK

AT+POP3READ=1460
+POP3READ: 2,1183

www.simcom.com

SIM800%%_SSL_L F3C#4_V1.05

I1TC & AR 3 55 1

10 AR 3 55 1

/IBCE EMAIL {5 A& 837 5 1

1% B EMAIL JE i [a]

119 . EMAIL {6 FH 35 368 3 11 EAT s 4 4

I E POP3 fIr&-dsthtil, M/, &5, i HANE
B, BN 110

1% 5% POP3 fil%5#%

1145 2 B0 K/

1175 3 58— B IR R/

JFSEER S — A

IEEZ IR A A 25

IR B2 5E

16 /24



a SUTSEA AT cormpany

OK
AT+POP30OUT
OK

+POP3OUT: 1

4.4EMAIL {5 FB in 28 i O BEYSThp 44

Nemail 45 i i s 1 25 R
AT+SAPBR=3,1,"APN","CMNET"
OK

AT+SAPBR=1,1
OK
AT+EMAILCID=1
OK
AT+EMAILTO=30
OK
AT+EMAILSSL=1
OK
AT+POP3SRV="mail.sim.com”,"john","123456
OK

AT+POP3IN

OK

+POP3IN: 1
AT+POP3NUM
OK

+POP3NUM: 1,2,11124
AT+POP3LIST=1
OK

+POP3LIST: 1,1,5556
AT+POP3CMD=4,1
OK

+POP3CMD: 1

AT+POP3READ=1460
+POP3READ: 1,1460

www.simcom.com

SIM800%%_SSL_L F3C#4_V1.05

IBH POP3 45 #%

I1TC B A B 5 1

I 7R 33 5 1

/T B EMAIL {5 F & 337 5% 1

115 B EMAIL F8 B [A]

/1L EMAIL A F inas siis AT s £ 4

/1% E POP3 fRSsasttidl, WKy, 2565, ¥ AN
B, BN 995

1I’%5% POP3 Jl45 %%

1145 2 S B B R A

ESEI o L C i D NAN

IS B B — FF R4

IEBGZ BT A A

17124
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OK

AT+POP3READ=1460
+POP3READ: 1,1460

OK

AT+POP3READ=1460 IR A A 2 22 1358
+POP3READ: 2,1183

OK
AT+POP30OUT IBH POP3 5%
OK

+POP3OUT: 1

4.5HTTPS GET 57%

I HTTPS k45 %8 K 8 5d
AT+HTTPINIT IIEEA HTTP RS
OK

AT+HTTPPARA="CID",1 %8 HTTP &5 S5
OK

AT+HTTPPARA="URL","www.sim.com"

OK

AT+HTTPPARA="REDIR",1

OK

AT+HTTPSSL=1 IIFTFF HTTPS ThfE
OK

AT+HTTPACTION=0 IIGET &1 G
OK

+HTTPACTION: 0,200,84200 IIGET Zh

AT+HTTPREAD 2B HTTP HR 45 %% 1) 5088
+HTTPREAD: 84200

/118 UART %t 508
oK
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AT+HTTPTERM
OK
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55 HTTP R4

4.6 £ FTPS B Implicit 1, TH IR

/1L Implicit B FTP AR 45 88 T #5004
AT+FTPCID=1

OK
AT+FTPSERV="116.228.221.52"
OK

AT+FTPUN="sim.cs1"

OK

AT+FTPPW="xxxxx%n

OK

AT+FTPGETNAME="1K.txt"

OK

AT+FTPGETPATH="/"

OK

AT+FTPSSL=1

OK

AT+FTPGET=1

OK

+FTPGET:1,1
AT+FTPGET=2,1024

+FTPGET: 2,50
0123456789012345678901234567890123456789
0123456789

OK

AT+FTPGET=2,1024

+FTPGET: 2,0

OK
+FTPGET: 1,1

AT+FTPGET=2,1024

+FTPGET: 2,1024
0123456789012345678901234567890123456789
01234567890.....1234

OK

+FTPGET:1,0

www.simcom.com

I E FTP 21524

IIFTFF FTPS 1 Implicit £z
IIFTFF FTP GET &1

11 H w3
11 R B 1024 5275, (H T 50 745 Al 32

HFFURVE K12 H 1024 775 o
MR BHE AL, (HEiEMAS R

M RS E 7T, BHPRA @A
"AT+FTPGET: 2,<reqlength>" & i H( %t 4 ,
"+tFTPGE T: 1,1"&1E— & W [8] J5 F IR iR

113 3R 2B 1024 775 B

LRI 1024 7 50 AT e

IEHRAL A R, FTP RS 2% 5K ]
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4.7 FTPS By Explicit 3, T H#E

/LA Explicit #i:0 M FTP AR S5 28 N &8s
AT+FTPCID=1

OK
AT+FTPSERV="116.228.221.52"
OK

AT+FTPUN="sim.cs1"

OK

AT+FTPPW="#xwsrkn

OK

AT+FTPGETNAME="1K.txt"

OK

AT+FTPGETPATH="/"

OK

AT+FTPSSL=2

OK

AT+FTPGET=1

OK

+FTPGET:1,1
AT+FTPGET=2,1024

+FTPGET: 2,50
0123456789012345678901234567890123456789
0123456789

OK

AT+FTPGET=2,1024

+FTPGET: 2,0

OK
+FTPGET: 1,1

AT+FTPGET=2,1024

+FTPGET: 2,1024
0123456789012345678901234567890123456789
01234567890.....1234

OK

+FTPGET:1,0

www.simcom.com

I E FTP 21554

IHTIF FTPS f#) Explicit £
IIFTHF FTP GET &1

11 HE w5
M1 R B 1024 5275, (H 2T 50 745 Al 32

HFFURVE K12 H 1024 775 o
MR BHE AL, (HEiEMASE R

o RS R T, BHPRA @A
"AT+FTPGET: 2,<reqlength>" & i H( %t 4 ,
"+FTPGE T: 1,1"&1E— & I 8] J5 F IR iR

113 3R 2B 1024 775 B

124754 1024 35 30l i

IEHRAE S R, FTP RS 2% 5K ]
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4.8 TCP ZIiI—4 SSL NPT FimiEis

/ITCP 57— SSL N % J iy 12
AT+CGATT?

+CGATT: 1

OK

AT+CSTT="CMNET"
OK

AT+CIICR

OK

AT+CIFSR
10.78.245.128
AT+CIPSSL=1

OK
AT+CIPSTART="TCP","116.228.221.51","8500"
OK

CONNECT OK
AT+CIPSEND

> hello TCP serve

SEND OK
hello SIM800
CLOSED

K2 GPRS fH& IR

IDFaa4E5s, & APN.

2RiL APN & “CMNET”, WA H M & e, w] b
i) 4 GSM 185 ok 3k 15 APN

IS o2k (GPRS #i# CSD)

IGRAFA ;L 1P M
IHTJT SSL Lhifie
/ST TCP #E#%

IITCP B8 Ih . SSL KiE5E ik
RIEBE B i R 55, CTRL+Z (Ox1a) ki% .

P waEEs S"E A mANEE, RiEH
CTRL+Z ki%. M/ A LI 4 “AT+CIPSPRT”
KB REGETTE “AT+CIPSEND’ J5 EoR 2R 75
wsr

IR EL48 k36 H 2 9 LA o AR 45 2% R Th B2

18T 38 iz i Al 55 4% R R B

11325 vt R 55 25 O P T

4.9 LIRS T TCP &3z SSL IMBHZE FimitiE

INAEWR B SSL LhfeI T )a, #E5LH) TCP iE#A4 72 SSL I i) TCP 4%, /£ SSL T 1A & & 521 TCP i

A2 RE4T SSL Kk .

1% BEREAES0T TCP @57 SSL NS 1% 7 iy B 45
AT+CGATT?

+CGATT: 1

OK

AT+CIPMUX=1

OK

www.simcom.com

K2 GPRS & RS

11V B 2 g X
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AT+CSTT="CMNET"
OK

AT+CIICR

OK

AT+CIFSR

10.78.245.128
AT+CIPSTART=0,"TCP","116.228.221.51","8500

OK

0,CONNECT OK

AT+CIPSSL=1

OK
AT+CIPSTART=1,"TCP","116.228.221.51","9600
OK

1,CONNECT OK

AT+CIPSEND=0

> TCP test

0,SEND OK
AT+CIPSEND=1
> TCP Over SSL test

1,SEND OK

+RECEIVE,0,17:
SIM800 TCP test
+RECEIVE,1,26:

SIM800 TCP Over SSL test

0,CLOSED

AT+CIPSTATUS

OK

STATE: IP PROCESSING

C: 0,0,"TCP","116.228.221.51","8500","CLOSED
C:
1,0,"TCP","116.228.221.51","9600","CONNECTE
D n

C: 2”"","",""’"'NITIALII

C: 3”"","",""’"'NITIALII

C: 4”"","",""’"'NITIALII

C: 5”"","",""’"'NITIALII

www.simcom.com

SIM800%%_SSL_L F3C#4_V1.05

IDVEAESS, BLE APN.

IS o ks R (GPRS #i# CSD)

IGRAFA ;L IP M

IIHE% O B{ ST TCP HE%

47T SSL Tifé. ML 28 O #% () TCP A IRIF AN
TEER, AT SSL E.
IIFESE 1 B{EESL TCP #EH:. SSL Ik 58 k.

1155 0 Bt R IEHdfE

155 1 B R IEE e

155 0 BRI R HdE, REEZ 17

M55 BRI R, R 26

11555 O BBz v oK P
M) H RTINS
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410 S A SSL HFAANZE FIRIES

115\ SSL 5 AR B %% 7 i UE 15

AT+FSCREATE=C:\USER\HENRY_SSL.CRT IHESCAE R G b 3 ST AE SO
OK

AT+FSWRITE=C:\USER\HENRY_SSL.CRT,0,119 /AE+H N &5 ANIA 8% it S
6,10

>

OK

AT+SSLSETCERT="C:\USER\HENRY_SSL.CRT /[ N\iEHff

W ikkkkkkkk e
’

OK

+SSLSETCERT: 0 IS IN'2Y)

411 S\ SSL RiEH

115\ SSL ARIE+

AT+FSCREATE=C:\USER\HENRY_SSL.CRT IHE U 2 G b Sr e e .
oK

AT+FSWRITE=C:\USER\HENRY_SSL.CRT,0,119 //iE+ %5 AR G it S 4
6,10

>

OK
AT+SSLSETROOT="C:\USER\HENRY_SSL.CRT //S \iE$ 3t
"1196

OK I YNEY)|

4.12 fIB& SSL RIEH

/IR SSL ARAE
AT+SSLDEROOT? IIRAE 551 3%
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1001
1002

1013

OK

AT+SSLDEROOT=1013 IS REIESS 1013
+SSLDEROOT: 0 [T B B h

OK

413 & SSL EFiiEH

IS5\ SSL % F il 15

AT+SSLDECLI? 117 P ik 51 2%
1014

1014

OK
AT+SSLDECLI=1014 I % P i iiE 5 1014
+SSLDECLI: 0 [T R B h

OK
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